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Abstract. The reuse of product-line assets enables efficiencies in development
time and cost. Safety analysis techniques for Software Product-Line Engineer-
ing (SPLE) construct safety-related, non-code artifacts with the aim of reusing
these assets for new product-line members. In this paper we describe results
from the construction and reuse of a key safety-analysis technique, Product-line
Software Fault Tree Analysis (PL-SFTA), and its supporting tool, PLFaultCAT.
The main contribution of this work is the evaluation of PL-SFTA and PLFault-
CAT for the reuse of safety analysis assets in a product line. The context is a
safety-critical product line of spacecraft developed as a multi-agent system.

Keywords: reusable safety analysis assets, safety aspects of reuse, product-line
software fault tree analysis, multi-agent system product lines.

1 Introduction

Software product-line engineering (SPLE) is a key enabling technology for reuse. It
provides a proactive and systematic approach for the design and development of sys-
tems to create a set of similar products, a product line, from reusable assets. A soft-
ware product line (SPL) is defined as "a set of software-intensive systems sharing a
common, managed set of features that satisfy the specific needs of a particular market
segment or mission and that are developed from a common set of core assets in a
prescribed way" [1]. SPLE supports reusability by developing a set of products that
share core commonalities and differ via a set of managed variabilities [13] and has
been shown to be able to reduce the design, development and production time and
cost of systems through the reuse of code and non-code artifacts [1].

Engineering for safety-critical systems, such as cardiac pacemakers [10] and medi-
cal imaging systems [11], has adopted a SPLE approach to take advantage of reusable
artifacts during design and development. To maintain the safety properties requisite
for critical systems, safety analysis techniques and tools specific to SPLE had to be
created to accommodate the variability inherent in a SPL while also producing reus-
able artifacts that can be used for all product-line members [10].
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Product-Line Software Fault Tree Analysis (PL-SFTA) [2] [6] extends traditional
Software Fault Tree Analysis (SFTA) [8] by incorporating SPLE to produce reusable
safety analysis assets. Unlike traditional SFTA, PL-SFTA develops fault trees that
incorporate the variabilities amongst the SPL members to provide reusable safety
analysis assets for the entire SPL. PL-SFTA is supported by a tool, PLFaultCAT [6],
that enables this reuse by automatically producing the fault tree for each product-line
member from the PL-SFTA. The goal is to support the safety analysis needed on a
new product-line member with a less costly and more automated process.

This paper furthers the argument that PL-SFTA and PLFaultCAT supply a benefi-
cial safety analysis technique and tool. Specifically, the contribution of this paper is
an evaluation of the degree to which their generated reusable safety analysis assets
can be directly applied to new product-line members within SPLE, including:

e A description of how PL-SFTA and PLFaultCAT systematically capture and reuse
non-code safety analysis assets for safety-critical product lines

e An evaluation of the degree to which the safety analysis assets developed using
PL-SFTA can be reused toward new product-line members using a significant case
study based on a NASA-proposed multi-agent system product line (MAS-PL)

e An assessment of the degree to which the PLFaultCAT tool reduces the effort
needed to construct the safety analysis products for a new member from the reus-
able product-line safety analysis assets

e A discussion of the implications of the evaluation of PL-SFTA and PLFaultCAT
on the degree to which software engineering artifacts can be reused for MAS-PLs
compared to traditional SPLs

This work is a part of a larger effort that investigates how safety-critical SPLs can be
designed and developed with the support of SPL-specific, reusable safety analysis
techniques. The long-term goal is to provide safety analysis assets for new product-
line members in a timely and cost-efficient manner.

The remainder of the paper is organized as follows. Section 2 reviews related
work. Section 3 summarizes the PAM MAS-PL case study used here for evaluation.
Section 4 describes PL-SFTA in the context of SPLE. Section 5 provides an analysis
of our empirical results regarding the reusability of the PL-SFTA safety analysis as-
sets. Section 6 discusses the results from our experimental evaluation and their impli-
cations for MAS-PLs and SPLs. Finally, Section 7 provides concluding remarks.

2 Related Work

SPLE supports the systematic planning, design and development of a family of
software systems through understanding, controlling and managing their common
characteristics and differences. SPLE develops a family of products and relies on the
analysis of the commonalities and variabilities of the product-line members prior to
their development. Following Weiss and Lai [13], we specify a SPL using a Com-
monality and Variability Analysis (CVA) to document the SPL’s commonalities (i.e.,
requirements of the entire product line), variabilities (i.e., specific requirements not
contained in every member of the product line) and dependencies (i.e., constraints
amongst selection of the variable features).
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In previous work [2] [3], we have integrated the Family-Oriented Abstraction,
Specification and Translation (FAST) SPLE methodology [13] into Agent-Oriented
Software Engineering (AOSE) to enable the analysis and design of MAS-PL. In the
domain engineering phase, the MAS-PL’s requirements are defined and specified
using our Gaia-PL methodology [2]. The application engineering phase then reuses
the software engineering artifacts developed in the domain engineering phase to build
new product-line members, in this case software agents within the MAS-PL.

There has been little related work to date specifically in safety-critical SPLs. Prior
work in software safety [8] and in reuse for safety-critical systems [9] has not dealt
directly with SPLE safety analyses. On the other hand, prior work in SPLE has not
addressed the additional, high-assurance needs of safety-critical SPLs [1] [13]. To
provide safety assurances for critical SPLs, we developed PL-SFTA and its tool sup-
port, PLFaultCAT [5] [6], to allow for the creation of fault trees for a SPL while sup-
porting the reuse inherent in SPLE. A fault tree is a directed AND/OR graph that
represents a hazard and its contributing causes. Each node is an event or condition
that can contribute to the occurrence of the hazard [8]. In addition to supporting the
development and reuse of safety analysis artifacts for critical SPLs, PLFaultCAT
provides additional, automated safety analyses to identify failure points and safety-
critical requirements [5]. These safety analysis results, when developed during the
domain engineering phase, can be applied to all product-line members.

Other SPLE-specific safety analysis techniques, including [4] [7] [10], have pro-
vided systematic approaches for conducting safety analyses on critical SPLs without
studying the extent to which the resulting artifacts can be reused.

3 The Prospecting Asteroid Mission

To evaluate this work, we used requirements based on the Prospecting Asteroid Mis-
sion (PAM), a NASA-proposed concept mission based on the Autonomous Nano-
Technology Swarm (ANTS) technology to explore the asteroid belt [12]. This mission
will consist of up to 1,000 spacecraft that can autonomously form subswarms to in-
vestigate asteroids of interest. Except for a spacecraft’s scientific instrumentation
specialties, each PAM spacecraft has identical hardware.

Each PAM spacecraft will be designated as a leader, a messenger or a worker [12].
A leader will determine the types of asteroids and data to pursue and will coordinate
the efforts of worker spacecraft. A messenger will coordinate communication among
spacecraft and with the Earth. Each worker will perform scientific investigation using
its specialized equipment (e.g., a spectrometer). Within the PAM swarm, there is
significant redundancy for each spacecraft type since 60-70% of the PAM spacecraft
could be lost over the duration of the mission due to failures, collisions, etc. To pre-
serve mission-critical requirements, additional capabilities (i.e., product-line variabili-
ties) are given to some spacecraft to achieve redundancy at the swarm level through
reconfiguration and adaptation. For example, some spacecraft may be able to switch
at runtime from messenger to leader in response to loss or failure of other spacecraft,
or to be tasked with monitoring for an impending solar storm (an optional variability).

The design and development of the PAM spacecraft as a MAS-PL would allow for
the reuse of software engineering assets during design and development. In the
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context of SPLE, the safety-related, commonality requirements include the navigation
and guidance capabilities, collision avoidance, solar storm protection, etc. Addition-
ally, each of the PAM spacecraft will have similar requirements related to self-
coordination, self-healing and self-optimization behaviors (i.e., requirements).

4 Product-Line Software Fault Tree Analysis Using PLFaultCAT

This section describes the creation, analysis and reuse of a PL-SFTA for the safety-
critical MAS-PL described in Section 3. The creation of the PL-SFTA occurs during
the domain engineering phase of SPLE and constructs the safety analysis artifacts
reused for specific product-line members in the application engineering phase.

4.1 Domain Engineering — Development of Reusable Safety Analysis Artifacts

The development of the PL-SFTA using PLFaultCAT consists of three steps:

Step 1. Identify a root node hazard(s) and develop intermediate node tree. The root
node of a fault tree represents a potential hazard the system design and implementa-
tion should mitigate. This hazard may be known from an existing Preliminary Hazard
Analysis [8] or from a product-line Software Failure Modes, Effects and Criticality
Analysis (SFMECA) [4]. From the root node, a backward search is done to find
causal, contributing events. Through gathering the causal events, an intermediate node
tree is constructed to establish the cause-event hierarchy. The intermediate node tree,
while not necessary in the construction of a PL-SFTA, aids in jump-starting the or-
ganization and analysis of the PL-SFTA and serves as the input to PLFaultCAT. Es-
sentially, the intermediate node tree represents a typical fault tree without the Boolean
logic gate relationships between causal events and effects.

Step 2. Refine intermediate node tree and document in PLFaultCAT. The intermediate
node tree may contain nodes that do not reflect the level of detail needed. Thus, do-
main expertise, and/or the use of other safety analysis artifacts like SFMECA [4], may
be needed to analyze the tree for completeness, capture additional events leading to a
failure (e.g., events from the environment) and refine nodes. The domain expertise is
additionally needed to determine the necessary logical combination of the children
nodes to cause the parent node, as is done in traditional fault tree analysis [8]. As with
any FTA, the reliance on domain expertise means that the PL-SFTA is only as good
as the accuracy and completeness of the information used to create it.

Step 3. Consider the influence of commonality and variability requirements on all leaf
nodes. This step employs a bottom-up approach to analyze each leaf node of the in-
termediate SFT and determines which commonality and/or variability requirements
contribute to causing the root node event to occur. In doing this, we associate the
range of commonality and variability choices for any individual product-line member
with how it might influence a particular hazard. Not every commonality or variability
will have an influence or appear within any given fault tree. However, every leaf
event node should have an associated commonality, variability, and/or basic (primary)
event (e.g., an environment or user input). Considering the influence of a present or
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Fig. 1. Associating SPL requirements to the leaf nodes of a PL-SFTA in PLFaultCAT

absent variability on an event is straightforward; we analyze the influence of the vari-
ability being present within the product and not functioning as designed. If, however,
the node relates to a commonality rather than a variability, we link the fault tree’s leaf
node with the appropriate commonality. Using PLFaultCAT makes associating a
commonality and/or variability with a failure node straightforward. The PLFaultCAT
interface, shown in Figure 1, allows labels for "Basic Event" nodes, depicted as cir-
cles, as a Commonality or Variability as well as defining a label or ID for the variabil-
ity (i.e., the textbox under the heading "Variability ID").

The application of these three steps, using the SPL requirements documented in a
CVA and a list of hazards to be mitigated, constructs a PL-SFTA that encapsulates the
safety analyses of all product-line members. Figure 2 provides the PL-SFTA for the
PAM MAS-PL for the hazard “Spacecraft to Asteroid Collision” depicting the failure
nodes and the associated SPL requirement leaf nodes.

4.2 Application Engineering — Derivation and Reuse of Safety Analysis Artifacts

The development of a PL-SFTA, described in Section 4.1, enables the reuse of this
safety analysis artifact to derive the SFT for a specific product-line member during
the application engineering phase. We describe this process in this section.

Step 1. Select the variabilities for a new product-line member. A new product-line
member is defined through the selection of which variabilities or features to include
from the CVA. A product-line member is created by selecting the variabilities that it
will contain and defining the values of the variabilities. PLFaultCAT supports the
selection of a new product-line member’s variability requirements by providing a
checkbox window that presents all possible variabilities for the SPL. PL-SFTA does
not itself enforce or check the dependencies prescribed in the CVA. Other tools, such
as DECIMAL [5], are capable of enforcing the dependencies and constraints detailed
in the CVA for large, complex SPLs. PLFaultCAT is used after the choice of
variabilities has been determined to be legal.
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Fig. 2. PL-SFTA for the PAM MAS-PL hazard “Spacecraft to Asteroid Collision”

Step 2. Generate the product-line member fault tree using PLFaultCAT. After estab-
lishing and verifying a product-line member, we prune the product-line SFTA to cre-
ate a baseline SFTA for the new system. The pruning process, described fully in [2]
[6], first uses a depth-first search to automatically remove the subtrees that have no
impact on the product-line member being considered and then relies on a small
amount of domain knowledge to further collapse and prune the SFTA. A subtree
within the PL-SFTA will have no impact if all the leaf nodes of that subtree contain
variability requirements not included for the specific product-line member. The prun-
ing errs on the side of caution to derive the product-line member’s SFT from the PL-
SFTA since it only marks the subtrees that can be removed without review and does
not actually do any pruning. This is advantageous from a safety perspective because it
simply indicates those subtrees where neither commonalities nor selected variabilities
can be found in the subsequent children nodes. This algorithm then defers the actual
pruning to the domain experts, as described in the next step. Figure 3 shows a portion
of the resulting product-line member SFT derived from the PL-SFTA shown in Figure
2 for the PAM MAS-PL for the hazard “Spacecraft to Asteroid Collision.

Step 3. Apply domain knowledge. After removing the subtrees that had no bearing on
the product-line member under consideration in Step 2, the fault tree may be able to
be further pruned and/or collapsed within PLFaultCAT. However, this step requires
domain knowledge and illustrates the limit to fully-automated PL-SFTA reuse. Re-
moval of subtrees will often lead to orphaned logic gates or other opportunities to
safely simplify the fault trees of a new product-line member. If removing orphaned
OR gates when there is only one causal event remaining, we collapse the lower event
into the parent event. If there is only one commonality or variability leaf node remain-
ing, we attach it to the parent event and remove the OR gate. When AND gates
are involved, more caution is required. Intuitively, if at least one input line to an AND
gate is removed, the output event is impossible. However, it was found that this is not
always the case, so each removal of an AND gate warrants further scrutiny. The
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Fig. 3. Derived SFT from the PL-SFTA for a specific spacecraft in the PAM MAS-PL

clean-up of the derived SFTs for the new product-line member(s) presented in this
step is a manual process and must be pursued with care. Enough information should
be retained within the product-line member's fault tree for future hazard analysis and
mitigation strategies. The application of domain knowledge helps in the derivation of
the SFTs for a new product-line member by removing extraneous nodes and focusing
attention on nodes that may contribute to failures in a specific product-line member.
This provides additional assurance for the reused safety analysis asset.

The following section evaluates the claim that the application of these three steps,
which reuse the PL-SFTA to derive specific safety analysis assets for a product-line
member, provides safety analyses more efficiently and at a reduced cost.

S [Evaluation of Safety Analysis Asset Reuse

The application of the PL-SFTA to the PAM case study developed four fault trees for
the hazards: 1. Spacecraft to Spacecraft Collision; 2. Spacecraft to Asteroid Collision;
3. Spacecraft Solar Storm Damage; and, 4. Failure to Detect Impending Solar Storm.
The PL-SFTA associated 85.7% of the commonalities and 72.5% of the variabilities
with at least one of the leaf nodes i the set of fault trees.

In the domain engineering phase, PLFaultCAT did not provide significant advan-
tages over other tools in PAM beyond additional opportunity to embed textual hazard
analysis information in the fault tree. This allowed a cross-check of the information
provided in the fault tree to previously derived safety requirements.

In the application engineering phase, PLFaultCAT provided significant reuse ad-
vantages by exercising the pruning method outlined in Section 4. In the case study,
approximately 54% of the failure nodes in the PL-SFTA were found to be common to
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Table 1. Results of the Application of PL-SFTA to the PAM Case Study

Hazard FZ;’I?:e Cl;]ﬁl:roen % Commonality Core PLFaultCAT

Nodes Nodes Requirements Reuse Automation
Spacecraft to Asteroid Collision 82 64 88.5% 78.0% 72.2%
Spacecraft to Spacecraft Collision 84 61 63.8% 72.0% 82.1%
Spacecraft Solar Storm Damage 87 52 60.0% 59.8% 72.2%
Failure to Detect Solar Storm 91 13 6.7% 14.3% 93.8%

all 160 unique spacecraft of the PAM MAS-PL. That is, the minimum expected reuse
of the PL-SFTA safety analysis asset for any given PAM spacecraft would be 54%.

Table 1 provides the results for each of the hazards examined using PL-SFTA for
the PAM MAS-PL case study. The “Hazard” column describes the root node hazard
of a fault tree; the “Total Failure Nodes” column shows the total number of failure
nodes of a fault tree from Steps 1-3 described in Section 4; the “Common Failure
Nodes” column gives the number of failure nodes that will be common to all product-
line members of the PAM MAS-PL; the “% Commonality Requirements” is the
percentage of the requirements associated to the leaf nodes of a fault tree that are
commonality requirements; the “Core Reuse” column is the percentage of the failure
nodes that are common to all product-line members of the PAM MAS-PL; and, fi-
nally, the “PLFaultCAT Automation” column shows the percentage of the nodes that
could be safely and automatically pruned from the PL-SFTA using PLFaultCAT.

Although the overall reuse of the PL-SFTA in this study is approximately 54%, in
most cases the reuse potential of a fault tree in the PL-SFTA was even higher, in the
60-80% range. The only exception was the “Failure to Detect a Solar Storm” fault tree
which had a 14% minimum reuse potential. The reason is that the major contributing
factor to a lower reuse potential for the safety analysis assets of the PL-SFTA is its
relation to the requirements. The fault trees for “Spacecraft to Spacecraft Collision”,
“Spacecraft to Asteroid Collision” and “Spacecraft Solar Storm Damage” all had root
nodes directly related to product-line commonalities. Since each of these requirements
necessitates a PAM spacecraft to prevent the hazards outlined in these fault trees, all
PAM spacecraft will be equipped with the functionality to prevent those hazards. As a
result, a large portion of the PL-SFTA could be reused regardless of the specific con-
figuration of the spacecraft. However, for a hazard that stems from a product-line
variability, such as the “Failure to Detect Solar Storm” hazard, the reuse potential is
much less since the failure of the product-line variability to mitigate against the haz-
ard is only found in a subset of the product line’s members.

This case study also found that, of failure nodes that could be safely pruned for a
new product-line member, PLFaultCAT was able to automatically perform a mini-
mum of 72% of the trimming without losing necessary information. Thus, 28% of the
work was left to be done manually. This metric reflects the effort saved in reuse of the
PL-SFTA safety analysis assets. The automation that PLFaultCAT does when pruning
for a specific member(s) is sensitive to the number of Boolean AND gates in the fault
tree. As a result of the conservative pruning approach, PLFaultCAT will not auto-
matically remove the AND gates as a safety precaution. Thus, PLFaultCAT does
more automated pruning for fault trees with fewer AND gates. Despite this, in the
PAM case study the automation to manual effort was at least a 3:1 ratio.
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These results compare favorably to those of an initial case study we performed in
[6] on the Floating Weather Station (FWS) product line [13]. Unlike the study pre-
sented here, the FWS case study was a smaller, traditional SPL (i.e., not agent-based).
In the FWS study, we found that a smaller portion of the PL-SFTA nodes, 45%, was
common to all products of the product line. However, like the PAM case study, the
FWS study found that PLFaultCAT was able to automatically prune 70% of the nodes
that could safely be pruned. The difference in the percentage of common failure nodes
in the two studies (45% for the FWS; 54% for PAM) is likely due to the difference in
the types of applications in the case studies. That is, the results reported in the FWS
study reflect the application of PL-SFTA to a single fault tree for a case study consist-
ing of fewer than 20 requirements. More importantly however, is that the product-line
members of the FWS did not share the same safety concerns as they did in the PAM
study. Shared safety concerns seem to result in more reuse.

6 Discussion and Implications

The agent characteristics of the PAM case study as well as the types of variabilities
that were present had a significant impact on our results. The PAM spacecraft will
have the responsibility for protecting and healing itself from the possible risks of
space exploration. For this reason, each spacecraft is to be equipped with the behavior
to protect itself from the types of hazards modeled in the PL-SFTA. Further, the vari-
abilities of the PAM MAS-PL reflected the differing types of scientific investigation
possible on the spacecraft and had only a minor impact on the leaf nodes.

The implication of this result is that a PL-SFTA may best suit a MAS-PL rather
than a traditional SPL since the agents of a MAS-PL will typically also include self-
protecting and self-healing characteristics as commonalities and may have variabili-
ties that are less likely to be safety-critical. For traditional SPLs that have few
variabilities that will impact the safety of a system, a PL-SFTA can be applied to
achieve comparable results found in this study. For traditional SPLs with a large
number of variabilities that can impact the safety of a system, such as the FWS, the
reuse of the PL-SFTA safety analysis assets is far more efficient, especially for large
SPLs, than to serially construct SFTAs for each of the desired product-line members.

A concern for performing safety analysis on critical SPLs is whether the technique
is scalable as the SPL grows more complex by incorporating more variabilities and
product-line members. From the experience of applying the PL-SFTA to the PAM
case study, it appears that our method and tool will scale adequately. This is because
most of the added complexity in a large SPL lies in the domain engineering phase
when the PL-SFTA is constructed. In [4], we provide a structured process to construct
the SFMECA for a MAS-PL from the requirement specifications of the Gaia-PL
methodology [2] [3]. Since the construction of the PL-SFTA relies heavily on the aid
of a SFMECA, the scalability is at least as robust as that of the SFMECA.

7 Concluding Remarks

This paper described and evaluated the structured reuse of SFTA documents for a
product line of collaborating spacecraft developed as a multi-agent system. Results



Evaluating the Reusability of Product-Line Software Fault Tree Analysis 169

showed that reuse of the PL-SFTA assets across this safety-critical product line re-
duced effort over serial construction of SFTAs for each spacecraft, with 54% of the
failure nodes common to the 160 unique spacecraft. The implication of this for other
safety-critical product lines is that SPLs built as multi-agent systems, which often
incorporate adaptive and self-healing behaviors as commonalities, fit especially well
with PL-SFTA reuse. More generally, the PL-SFTA evaluation recorded advantages
in expanded reuse of safety-analysis assets across a safety-critical SPL.
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