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Abstract

As product-line engineering becomes more widespread, more safety-critical software product lines are
being built. This paper describes a structured method for performing safety anadysis on a software
product line, building on standard product-line assets: product-line requirements, architecture, and
scenarios. The safety-analysis method is bi-directional in that it combines a forward anadysis (from failure
modes to effects) with a backward analysis (from hazards to contributing causes). Safety-anaysis results
are converted to XML files to allow automated cons stency-checking between the forward and backward
analysis results and to support reuse of the safety-anaysis results throughout the product line. The paper
demonstrates and evaluates the method on a safety-critical product line subsystem, the Door Control
System. Results show that the bi-directiona safety analysis method found both missng and incorrect
software safety requirements.  Some of the new safety requirements affected al the systems in the
product line while others affected only some of the systems in the product line. The results demonstrate
that the proposed method can handle the challenges to safety analysis posed by variations within a product
line.
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1. I ntroduction

As product-line engineering becomes more common, more safety-critica product lines are being built.
A product lineis a set of systems developed from a common set of core requirements and sharing a suite
of common traits among the members [Ardis and Weiss, 1997; Weiss and La, 1999]. Examples of
safety-critical product lines include embedded medical devices such as pacemakers, space telescopes,
power-plant control systems, and some industria robots.

The potential for reuse among the systems in a software product line extends beyond code reuse.
Reuse of software assets currently ncludes product-line requirements specifications, product-line core
architecture, product-line test suites and product-line performance analyses.

This paper describes results from an investigation into how, and to what extent, product-line safety
anadyses can be performed and reused as a product-line asset. That is, we are interested in the potentia
for reuse of the safety analysis among the members of a safety-critical product line. The motivation for
this research is to improve the safety-analysis techniques available to developers of commercia, safety-
critical product lines.

It is important to note that safety is a property of a single system, not of a set of systems. Thus, any
safety analysis done during the early domain engineering of the product line (i.e., when the entire product
line is being defined) must be re-evauated, adjusted, and completed during application engineering (i.e.,



when each individua system is built). Some preliminary results regarding the reuse of safety analyses
during application engineering have appeared in [Dehlinger and Lutz, 2004; Lu and Lutz, 2002]. In this
paper we focus instead on the process of developing a product-line safety analysis for the domain
engineering phase of safety-critical software product lines.

The paper extends the Bi-Directiona Safety Analysis (BDSA) method [Lutz and Woodhouse, 1997]
to product lines. The BDSA method combines a forward search from potential failure modes to their
effects with a backward search from feasible hazards to the contributing causes of each hazard. The
forward search is similar to a Sftware Failure Modes and Effects Anaysis (SFMEA); the kackward
search is amilar to a Software Fault Tree Analysis (SFTA). The combination of the forward and
backward search has proven effective in discovering latent safety requirements.

The work described in this paper investigates two major chalenges to extending the BDSA method to
product lines: how to adequately understand and specify the safety conseguences of the variations among
the members of the product line, and how to structure the process such that the safety analysisis derived
from, and traceable to, the product-line requirements and design.

In order to address these challenges in a way that is likely to be used by industry, the safety-analysis
method presented in this paper is grounded in the standard artifacts of the product-line domain-engineering
process. These domain-engineering assets are: (1) the Commondity and Vaiability Anayss that
specifies both the requirements shared by al the systems in the product line and the variations among the
systems’ requirements; (2) the product-line architecture that forms the shared, core software architecture
for al the systems and supports the required variations; and (3) the product-line use cases and scenarios
that specify the range of uses and the sequences of events that some or al of the systems in the product
line may experience.

Grounding the safety analysis in the domain-engineering products has severa lenefits. Fird, it
supports documented traceability from the extended commonality analysis to the safety analysis and is
requisite for future automated updating of the safety analysis as the product line evolves. Second, linking
the safety analysis to the products that capture the subtleties of the domain provides more complete
handling of variations, the rationales for the variations and the consequences of the variations in the safety
anadysis. Third, usng standard domain-engineering assets promotes readier adoption of the safety-anaysis
method by companies building safety-critical, software product lines and can lower the cost of performing
enhanced safety analyses on these product lines. The first two benefits are demonstrated in the paper by
goplication of the safety-analysis method to the Door Control System, a safety-critical subsystem of the
Smart Home product line.

Figure 1 shows an overview of the anaysis method developed in this paper with the Extended
Commondity Analyss driving the bi-directional Safety Andysis in the lower half of the figure. Our
method consists of seven steps:

Step 1. Performed Commonadity and Variability Andysis to specify the requirements for the given
product line.

Step 2: Developed the architecture design and sequence diagrams from the product-line requirements.

Step 3: Extended the Commondity and Variability Analysis based on the results of the Commondity
and Variability Analysis and the Architecture Design diagrams.

Step 4: Constructed the Software Fault Tree Anaysis from the results of the Extended Commondity
and Variability Analyss.

Step 5: Constructed the Software Failure Mode and Effect Analysis from the results of the Extended
Commonality and Variability Analyss.

Step 6: Trandated the results of the Software Fault Tree Analysis and Software Failure Mode and



Effect Anaysisinto XML files.
Step 7: Compared the resulting XML files usng Xlinkit.

The rest of the paper is organized asfollows: Section 2 presents related work. Section 3 describes the
product line commonality and variability analysis. Each step in this and subsequent sections is illustrated
with examples from the Door Control System. Section 4 shows how to extend the commonality analysis
with information from the architectural design and the scenarios' sequence diagrams. Section 5 describes
how the bi-directiond software safety analysis uses the extended commonality analysis to guide and
dructure it. Section 6 evauates the method, both by automated consistency checking of the forward vs.
backward safety analysis results, and by discussng the missing or incomplete software safety
requirements for the product line found by this method. Section 7 briefly summarizes the results and
provides some concluding remarks.

Step 1: Commonality Step 2:
and Variability Architecture and
Analysis Sequence Diagrams

Step 3:
Extended Commonality
and Variability Analysis

i Step 5: |

Step 4: .
I Software Fault Tree EﬂoLMare ngf';u:; I
. Analysis ode and =ie .
i Analysis I
| l I
I Step 6.a: Step 6.b: |
i XML XKML |

i i
| \ Step 7 .

! Software Safety Results |
i Bi-Directional Safety Analysis

Figure. 1. An Overview of the Safety Analysis Method

2. Related wor k

The work described here pulls together related work in two main areas. product line engineering and
software safety.

In the area of product line engineering, our work draws on recent work in product line requirements
and in product line architectures. We follow Ardis and Weiss, and Weiss and Lai in using a Commondlity
and Variability Anadysis to identify and specify product line requirements [Ardis and Weiss, 1997; Weiss
and Lai, 1999]. Section 3 describes our use of their approach in some detail. Our bi-directiona safety



analyss method is aso compatible with aternative approaches to product line requirements anadysis, such
as PUL SE [Bayer et d., 1999] and FORM [Kang et a., 1998]. However, because these approaches can
enforce an ordering on the choices of features when a new product line member is built, we prefer the
partial ordering of the Commonality and Variability Analyss.

Product line architecture is an extensvely studied field. Bosch discusses how to develop the
architectures to a product line and how to revise the product line architecture for different products. After
analyzing al the products, an architecture design and its components are developed in three steps. The
first step is to develop a product line architecture supporting the functional and quality requirements of the
product line; the second step is to revise the product line architecture design to specific designs for
different products, and the third step is to evolve the architecture design for new requirements and new
products [Bosch, 2000]. Bass says a product line architecture design is built on the three points of
“identifying variation”, “supporting variation”, and “evauating for product line suitability”. Product line
architecture support for variation is represented by “incluson or omission of elements’, ‘incluson of a
different number of replicated elements’, and “selection of versions of elements that have the same
interface but different behavioral o quality attribute characteristics’ [Bass, 2003]. Egyed points out a
product line architecture provides “generic information common” to all the products in the product line and
includes “a certain amount of ambiguity” in order to support variations in the individua product. “An
individual architecture design is an instantiation of the product line architecture, which is less ambiguous’
[Egyed et a., 2000]. The architecture for a product line is “a generic architecture from which the
individual product architectures can be derived” and it provides two fundamental usages. one is the
architecture for a whole product line can “capture the important aspects of the product ling’; the other is
an individua product’s architecture can be instantiated from the product line architecture [Perry, 1998]. A
“core” architecture or “basdling’ architecture can be derived from taking the essential features of the
product line [Lutz, 2000; Lutz and Gannod, 2003]. An advantage of the “core” product line architecture is
that new products can be added to the product line as long as they meet the basic design constraints.

The use of UML, use cases, scenarios, and sequence diagrams has been widely studied for product
lines. Bayer, e.g., uses scenarios to determine architectura requirements [Bayer et a, 2000]. And Claul3
extends UML to support feature diagrams and variability in the standard kinds of UML diagrams [Claul3,
2001]. The KobrA method is a component-based development for product lines and aims at increasing the
reuse of the product line. It describes how to use UML diagram mode components for product lines
[Atkinson et d., 2002]. John and Muthig describe how use cases can be applied for modeling the
requirements for a system family and how a particular single-system use case approach can be extended
to capture product line information and especidly variability [John and Muthig, 2002].

Besides product line engineering, the other area of related work for our study was software safety,
software safety analysis, investigation how software can jeopardize or contribute to the safety of a system
[Leveson, 1995]. To date, there has been relatively little work directed specifically at the challenges of
safety-analyses for product line. Initial work by Dehlinger and Lutz [Dehlinger and Lutz, 2004], and by Lu
and Lutz [Lu and Lutz, 2002] have shown how software fault tree analysis, a successful safety analysis
technology for single system, can be extended to product lines and reused, with caveats, for a new
member of the product line. Progress has been made in ensuring that quality attributes are preserved in
product line [Bass, 2003; Bosch, 2000].

Our work differs from previous work in two ways. (1) the focus to date has been on architectural
anaysis rather than on requirements analysis, as we do here, and (2) prior work has not clearly
distinguished safety from other quality attributes such as performance, modifiability, safety, reiability,
availability, and testability. Our research emphasizes the safety analysis as a unique property that must be
assured across the product line.



3.  Commonality and Variability Analysis

In this section, we describe Step 1 of the safety-analysis process summarized in Figure 1 This step
uses the product-line Commondity and Variability Andysis to specify the requirements for the product line
of interest.

Safety analysis of a product line begins with analysis of the requirements. A product line is a set of
products that share common aspects and differ from each other through some variabilities [Ardis and
Weiss, 1997; Weiss amd Lai, 1999]. Through analysis of the requirements specification, we can identify
software requirements related to safety and analyze them for completeness, consistency, and correctness.

The Commondity and Variability Andysis (CA) of a product line provides a requirements
specification for the product line. A CA typicaly includes three parts: terminology, commondlties, and
varidbilities. The erminology is a “dictionary of standard terms’; the commondities are “a list of
assumptions that are true for all family members’; the variabilities “ define how family members may vary’
and “the scope of the family by predicting what decisions about family members are likely to change over
the lifetime of the family” [Ardis and Weiss, 1997; Weissamd Lai, 1999].

We demondtrate our methodology using the Door Control System for a Smart Home. The Door
Control System is a safety-critical product line in that the software must function correctly to prevent
intruders from entering and must respond correctly to life-threatening scenarios such as fires. A Smart
Home system serves as an invisible housekeeper: it has sensors and agents to interact with humans and
the environment to offer people convenience and safety. For example, the entrance doors can be opened
only by inputting fingerprints or voiceprints [Cook, 2003; Youngblood, 2002, Smart-home project, Finland;
Fdlbaum and Hampicke]. We restrict our discussion in this paper to a Door Control System software
product line with three products. a FrontDoor, a BedRoomDoor, and a SecurityDoor.

This section provides examples from the Commondity and Variability Analysis for the Door Control
System product line derived from the detailed descriptions of these three products. The CA consists of
the terminology used, the commondities, the variabilities, and the dependencies among the variabilities.
The dependencies are constraints that the choice of one features places on the choices of other features
[Doerr, 2002]. Note that we here exclude any non-behaviora commondities and varigbilities to focus on
the software. The CA serves as a requirement specification for the product line and as an input to the
product line' s architecture design.

3.1. Terminology

Table 1
Terms for Commonality and Variability Anaysis
Name Explanation

Door darms The darm of the door which will be triggered by the illegd entry of the door.

Registration A person’s ID (fingerprints or voiceprints) is input to the database to be recognized
later. (Note that by “fingerprint registration”, we mean the input of fingerprint images
into a database. Some researchers instead use “registration” to refer to the
“aignment” of afingerprint image with stored images.)

Recognition The door teststhe ID to see if this person has access permission. If so, the door will
open for this person, otherwise the door will not open.

Family member | A person who has access permission for the FrontDoor




Correct Person(s) who should be let in upon requesting a door’ s opening.
people/person

Wrong Person(s) who should not be let in upon requesting a door’ s opening.
people/person

Fire alarm The alarm that indicates the fire

Forced entry Perceived force from the outside environment to try to break the door or the lock, e

g., through impact or pressure on the door’ s surface above a limit.

[llegd input Wrong ID.

Lock insgde If the door is locked inside, nobody can open the door from outside, even if this person

belongs to the set of correct people.

People pass A person’s whole body passes the door from one side of the door to the other side.

3.2. Commonalities

ClL
Cc2.
C3.
CA.
C5.
Co.
C7.

Accept family members’ registration
Recognize correct people

Open door for correct people from outside
Open door for people from inside

Close door after people pass

Sound door aarm upon forced entry
Respond to the fire alarm

3.3. Variabilities

V1

V2.

V3.
V4.

V5.
V6.

Methods of recognition: fingerprint or voiceprint. FrontDoor: fingerprint; BedRoomDaoor:
voiceprint; SecurityDoor: fingerprint and voiceprint.

Methods of registration: fingerprint or voiceprint. FrontDoor: fingerprint; BedRoomDoor:
voiceprint; SecurityDoor: fingerprint and voiceprint.

Whether or not the door can be locked inside.

Open/close doors when fire darm on (when BedRoomDoor door and SecurityDoor are closed
while the fire darm is on, it will be open by pushing).

Methods of opening doors inside (weight, orad command, or input IDs).

Methods of triggering doors aarm: the FrontDoor's darm can be triggered by the wrong
fingerprint input three times; the SecurityDoor’s alarm can be triggered by wrong IDs input
once. The BedRoomDoor’s darm will not be triggered by the wrong fingerprint inputs.

3.4. Dependencies among variabilities

1)
(2)
3
4
©)

The method of recognition must be the same as the method of registration.

The door’ s response to the fire dlarm is dependent on the method of recognition.
Whether the door can be locked inside is dependent on the method of recognition.

The method of opening the door from inside is dependent on the method of recognition.
The ways to trigger the door’s darm is dependent on the method of recognition.




4. Extended Commonality and Variability Analysis Using Architecture
Design and Sequence Diagrams

In this section, we describe Step 2 and Step 3 of Figure 1. These steps devel op the architecture design
and sequence diagrams, and use these to extend and refine the Commondlity and Variability Andysis.

In order to capture the domain knowledge needed to perform product line safety analysis, information
about design choices and congtraints must be conjoined with the requirements specification. In particular,
insight into how the system can “go wrong” and into the rationaes behind the design choices is needed.
The components in a system and the communication among them can be identified by the architectura
design. Since a product line architecture is structured for reuse, its specification displays interactions and
data transformation in term of handling of potential variations among the product line members. These
architectural details provide a structure for assembling and evaluating the Sftware Failure Modes Effects
Andyss and Software Fault Tree Andyss used in the safety analysis in Section 5. Since many safety-
related scenarios involve particular sequencing of events of interactions, the safety analysis aso needs a
dynamic view of the system’s execution. Thisis achieved by connecting a sequence-diagram perspective
to the Commonality and Variability Analysis.

In this section, we introduce a core architecture for the product line and derive individual architectures
for product line members. We extend the Commonality and Variability Analysis developed in Section 3
with information from the architectural design and from the scenarios' sequence diagrams. The resulting
Extended Commondity and Variability Analysis (XCA) provides the information needed to perform safety
analysis on the product line. Furthermore, the XCA provides a foundation for reusing the safety analysis
for new members of the product line in the future.

4.1. Architecture of DCS product line

The core architecture for a product line is a generic architecture, which not only captures the
important common features of the product line, but aso can be ingtantiated to be an individua product’s
architecture [Perry, 1998]. New products are added to the product line and reuse the architecture design,
corresponding components, and corresponding safety analyses. Figure 2 shows a core architectural design
for the Door Control System product line. The system is divided into two parts. One is the Centra
Control System; the other part includes the agents that communicate with the outside environment to
detect changes and to provide required responses.

The Centra Control Sysem has five components. RegistrationComponent(Regis),
RecognitionComponent(Recog), Illegal EntryComponent(IEC), DoorOpenCloseComponent(DOC), and
FireAlarmController(FAC). The detectors sensing the outside environmenta inputs are
RegistrationDetector, RecognitionDetector, OpenFrominsideDetector, ForcedEntryDetector,
PeoplePassDetector, and FireAlarmSensors. The responders that affect the environment are the Door’s
alarm and the Door (the door’s position and the lock status). There is also a database connected to the
central Control System that storesthe ID data.
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Figure. 2. The Core Architecture of DCS

Figure 3 is an individual architecture for the FrontDoor software system derived from the product line
core architecture. The most obvious difference from the core architecture is that the sensors have been
instantiated to some specified detectors. For example, a “ RegistrationDetector” in the core architecture is
instantiated to an “F_registration detector” (Fingerprint) in the FrontDoor, a “V__ recognition detector”
(Voiceprint) in the BedRoomDoor, and an “FV_registration detector” (both fingerprint and voiceprint) in
the SecurityDoor. An “F_registration detector” is a camera to catch fingerprints, a “V_ recognition
detector” is a sound detector to catch voiceprints; and an “FV_registration detector” is a detector that
catches fingerprints and voiceprints a the same time.

Another difference between the FrontDoor architecture and the core architecture is the connector in
Figure 3 between the RecognitionComponent (Recog) and the |llegal EntryComponent (IEC), representing
V6 of the varidbilities in the Commonaity Anadyss. If there is an illegd ID input, the
RecognitionComponent will send asignal to the Illega EntryComponent, which will sound the door’s aarm.

Thus, the individua architecture for the FrontDoor requires an additiona connector and some added
functionality to generate and respond to the message that an illegal entry has been attempted.
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Figure. 3. Individual architecture for FrontDoor product

4.2. Scenarios

Identification of the data flow and event sequencing is very important to the qudity of the safety
anaysis, snce our SFTA and SFMEA are built based on the communication of the components in the
architecture diagrams. Scenarios are sequences of system activities used to illustrate system behaviors
and “operational instances of system uses’ by showing the interactions between the objects, including the
messages or events flowing between the components [Allenby and Kelly, 2001; Goseva-Popstojanova et
al., 2003; Sommerville, 2000]. Through analysis of scenarios and construction of the sequence diagrams,
we not only obtain a deeper understanding of the product line, its requirements specification, architecture,
and the interactions between components, but also identify al data transferred between components and
all events.

For example, for the Door Control System product line, we derived the following seven use cases by
associating every commonality and every variability not included in the commondities with a use case.

1. Registration: registering the users 1D to the Door Control system (from Commondlity C1)

2. Entry: entering the house from the outsde (Including recognition from outside, opening the
door, closing the door after the people pass, aso induding theillegd entrant handling) (from
Commondities C2, C3, C5, and C6)

3. Exit: exit the house from the insde (Including recognition from indde, opening the door,
cloging the door after the people pass, dso including the illegd going out handling) (from
Commondities C4, C5, and C6)

4. Firealarm the door’'sresponse to thefire alarm (from Commonality C7)

5. Bolt: lock door from ingde (from Variability V3)

Each use case has one main scenario and other miss-use scenarios. The scenarios are represented in
sequence diagram where the top rectangles represent objects; the dashed lines connected to objects are
the tempora “lifelines’; the arrows between the lifelines represent messages being sent between the
objects, and the boxes on the dashed line are activations, showing the execution of a method in response to
a message of that object. Figure 4 gives a portion of the sequence diagram for the Entry use case,
showing the interactions between the components related to this use case and the messages transferred
between them. This use case - Entry — to which this scenario belongs is safety-critical because there are
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two hazards are associated with it: - Not letting people out when they need to leave and Admitting
intruders.
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Figure. 4. Sequence diagramfor the Close-Door-After-People-Pass scenario

Congtruction of the sequence diagrams not only made us get more understanding about the system but
aso identified a missng connector in the architecture diagram. The communication between
F regidration detector and RecognitionComponent should be bi-directiond, i.e, after the
RegistrationComponent component has registered or rejected the ID, it should return a signal to the
F_registration detector regarding success or failure.

The construction of the sequence diagram aso led to the discovery of aneed for additional commands:
the Lock Door Command (LDCommand) and the Unlock Door Command (ULDCommand). Initidly
only an Open Door Command (ODCommand) and a Close Door Command (CDCommand) were used to
control the door’s opening and closing. Anadysis of the Fire Alarm use case showed that to close the door
but keep it unlocked in the BedRoomDaoor requires two pairs of commands. One command opens or
closes the door; the other locks or unlocks the door. To close a door, the DCS needs to send out the
CDCommand firgt, followed by the LDCommand; to open a door, the DCS needs to send out the
ULDCommand first, followed by the ODCommand. When the fire adam is on, the
DoorOpenCloseComponent will send out the CDCommand and the ULDCommand to the BedRoomDoor
and the SecurityDoor. However, in the FrontDoor, when the fire darm is on, the
DoorOpenCloseComponent will send out the ULDCommand and the ODCommand. The resulting
corrections yielded a more accurate foundation for the subsequent Safety Analysis.

4.3. XCA

The Extended Commondity and Varigbility Andyss (XCA) derived from both the CA and the
architecture and sequence diagrams provides the foundation of the product-line safety analysis.
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The core architecture design and the events common to shared components give information about the
commondlities for the product line, while the differences between individual architectures and the core, as
well as the events that are particular to only some systems, give additiona information about the
variabilities. In the XCA we integrate the core architecture and common events with the commonalities of
the product line. The variations of the product architectures from the core architecture and the non-
common events are likewise associated with the variabilities of the product line.

Firg, we obtain events from the sequence diagrams. There are a total of five use cases, each
represented by severa scenarios. Each scenario is composed of several events. In a sequence diagram,
every connection between two actors or devices is an event, representing the sending of a message from
a component and its receipt by another component. Every box on a vertica line indicates an internal
event, usudly the acceptance of a message and the generation of the next message within a component.
For example, Figure 4 is a sequence diagram for the scenario in which the door closes after people pass,
which is associated with three components. Object-has-passed sensor, DoorOpenCloseComponent
(DOC), and Door. The connector between the sensor software and the DOC represents the event of
sending a signa; the box in SE2 represents the interna events of generating the CloseDoorCommand
(CDCommand) and the LockDoorCommand (LDCommand). For the safety analysis, we operate at a
dightly abstract level by combining the receipt of a message, the resulting internal event, and the possible
subsequent output of a command as one event. For example the SFMEA anaysis considers three events
in the sequence diagram in Figure 4— SE1, SE2, and SE3.

Second, in order to maintain traceability between the events investigated in the safety analysis and the
Commondity and Variability Analysis, each commondity in the CA is refined into severa sub-
commonalties associated with the corresponding events. For example, the commonality C5: “Close door
after people pass’ can be expanded into three sub-commonalties according to the three events described
above. They are:

C5-1: “The event of a person passing through the door will trigger the activity of the Object-has-
passed sensors, and the sensors software will send out the OHPSignal to the DOC”;

C5-2: “After the DOC accepts the OHPSignal, the DOC will send out the CloseDoorCommand and
the LockDoorCommand to the door”; and

C5-3: “After the door has accepted the CloseDoorCommand, it will be closed and after the door has
got the LockDoorCommand, its lock will be locked”.

C5-1 is a sub-commondlity associated with the component Object-has-passed-sensors and the event
that the person has passed by. C5-2 is a sub-commonality associated with the component DOC and the
event of accepting OHPSignal, generating CDCommand and LDCommand, and sending out them. C5-3
is a sub-commonality associated with the component Door and the event of accepting CDCommand and
LDCommand.

In order to better manage the data, we group the sub-commonalties according to the use-cases to
which they belong. For example, al the sub-commondlities expanded from C2: “recognize family
members’ and C3: “open door for family members from outside’ are grouped together, since they are
related to the same use case: “Entry”.

Smilarly, varigbilities are refined into sub-variabilities. The method is dightly different from refining
commondities. For each variability we observe from the architectures and the sequence diagrams what
the rationale is for the existence of that variability. For example, the variability V3 in the CA is “whether
or not the door can be locked from inside”. From examination of the individual architectures, we identified
the components that alow the door to be locked in some products and not in cthers, i.e., the existence or
non-existence of a door-lock button. From examination of the sequence diagrams, we found that the



12

sequence diagrams that represent the variabilities have different components. In this example, we found
that there are two sub-variahilities that determine the existence of this initid variability, V3. These are :
V3-1: “whether or not thereisainside lock door button” and V3-2: “whether or not the DOC component
can handle the ButtonPressedSignal”.

Third, we construct the Extended Commonality and Variability Analysis (XCA) with the additiona
architecture and event information needed to support safety analysis. We provide below excerpts from
the XCA of the Door Control System.

4.3.1. Terminology

Note that we group the terms according to the different use cases Regidration, Entry, Exit, Fire
Alarm, and Bolt Door. Table 2 shows some terms that represent the data (commands and signals)
transferred between the components in two representative safety-related Stuaions. The first is a safety-
critical use case (Fire Alarm) and the second is a safety-critical scenario (Close Door After People Pass)
of another use case (Entry) that also contains non-safety-critical scenarios.

Table 2
Datatransferred between components
Data Name | Data Description
Situation one: Fire Alarm Use Case
FAONSignal Fire Alarm-is-on signal
FARCommand Fire Alarm-response command
CDCommand Close door command
ULDCommand Unlock door command
ODCommand Open door command
Situation two: “ Close door after people pass’ scenario in Entry use case
OHPSignal Object-has-passed signal
CDCommand Close door command
L DCommand Lock door command

4.3.2. Commonalities
We here list the sub-commonalties for the two safety-critical situations listed above.

Use case 6: Firealarm (C7: The door will respond to the fire darm)

C7-1. Thedoors have a FireAlarmDetector sensor.

C7-2. The FireAlarmDetector will sense when the fire darm is triggered and will send asigna to the
FireAlarmComponent.

C7-3. After the FireAlarmComponent recerives the fire dlarm signd, it sends the
FireAlarmResponseCommand to the DoorOpenCloseComponent.

C7-4. The DoorOpenCloseComponent will send out the corresponding commands to the door after it
has received the FireAlarmResponseCommand.

Use case 2: Entry (C5: Close door after people passing)
(Note that we here list only those commondlities related to the safety-critical scenario “Close door after
people pass’)

C5-1. Thedoor has a PeoplePassDetector sensor.

C5-2. The PeoplePassDetector will sense when people have cleared the door and then will send out
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the ObjectHasPassedSigna to the DoorOpenCloseComponent.

C5-3. After the DoorOpenCloseComponent has accepted the ObjectHasPassedSignal, it will send out
the CloseDoor Command and the LockD oorCommand, respectively and continuoudy to the door
after it gets the ObjectHasPassedSignal.

C5-4. After the door has received the CloseDoorCommand it will be closed and after the door has
received the LockDoorCommand its lock will be locked.

4.3.3. Variabilities
Welig dl the varidhilities.

V1-1. The RegigtrationDetector is different in different products. F_registration detector (fingerprints)
or V_registration detector (voiceprints) or FV_registration detector (both)

V2-1. The RecognitionDetector is different in different products. F_ recognition detector or V_
recognition detector or FV__recognition detector.

V 3-1. Whether or not there is an ingde lock door button

V 3-2. Whether or not the DOC can handle the ButtonPressedSignal

V4-1. Whether or not the DOC sends out CloseDoorCommand and UnlockDoorCommand, or
UnlockDoorCommand and OpenDoorCommand, to the door after it gets
FireAlarmResponseCommand

V4-2. Whether or not the door will be open or closed after the fire darm is on.

V51 The OpenFrominsideDetector is different in different products. InsdeWeightDetector or
InsgdeV oiceDetector.

V6-1. Whether or not the RecognitionComponent will count the number of illega IDs that have been
input and send out the IllegalInputsignal.

V6-2. Whether or not the IllegalEntryComponent will accept the IllegalnputSigna form
RecognitionComponent component.

4.4, Tag the commonalities and variabilities to the architecture diagram

The XCA gives us a clear requirements specification of every component in the DCS. We see that
even in this smple product line with only a few varigbilities, that the variabilities impose architectural
constraints. To verify the completeness of the XCA, we label the connectors in the architecture diagrams
with the indices of the associated commondities and variabilities. Each commondity and variability should
associate with one or many connectors in the architecture diagrams. At the same time, every connector in
the architecture diagrams should be tagged with one or many commonalities or variabilities. Figure 5
shows an architecture design of the FrontDoor tagged with the commonalities and the variabilities from the
safety-critical Stuation: the Fire Alarm use case and the Close door after people pass scenario.

By associating the components and connectors in the architecture diagrams with the commonalities
and variabilities that use them, we capture additional information needed for the safety analysis and
establish the architecture as a structuring device to generate the SFTA and SFMEA.
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Figure. 5. Architecture of FrontDoor tagged with commonalities and variabilities

5. Softwar e Safety Analysis

In the previous section, we described Step 2 and Step 3 of the product-line safety-analysis process
shown in Figure 1. In this section, we discuss Steps 4-6 of this process, namely the production of the
safety-anadysis artifacts SFTA and SFMEA, and the trandation of both into XML.

The method for software safety analysis of a product line proposed here uses the XCA and a hazards
list to drive the bi-directional safety analysis. In this section, we first describe the hazard analysis and the
backward and forward safety analyses. We then describe their trandation into XML files that serve as
reusable assets for the product line. Finally we describe the results of applying our method to the Door
Control System.

5.1. Hazard Analysis

A detailed discussion of the hazard analysis is beyond the scope of this paper. Briefly, we used a
Functional Hazard Assessment (FHA) to identify the following eight hazards [Allenby and Kdly, 2001]:

1) Don't let in the correct people.

2) Letinthewrong people.

3) Don't let people out.

4) When the firedarm is on, the door doesn’t response as it should and people inside cannot get out.
5) The door cannot be locked from the inside, so people inside don’t have privacy.

6) Thedoor cannot be opened after it islocked inside, so people cannot get out or get in.

5.2. Backward Safety Analysis — Software Fault Tree Analysis (SFTA)

SFTA isa*“top-down” safety analysis technique that is used to identify the errors, faults and failures
that could contribute to hazards. It is a means for analyzing causes of hazards, which are identified as the
top events. A backward search from the top event is performed to find out combinations of contributing
causes of the hazards [Leveson, 1995; Lutz and Woodhouse, 1997]. The tree is equivaent to a predicate
statement with the nodes connected by AND and OR gates. The SFTA is guided by the XCA.

Every intermediate node is decomposed into sub-trees. The sub-trees contribute to the occurrence of
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the parent. Combination errors include the errors caused by the occurrence of two or more correct events
a the same time, errors caused by the race conditions of two or more events, errors caused by the
occurrences of two or more errors at the same time, and errors caused by the handling of two or more
errors at the sametime. Every error is decomposed into sub-trees until the leaf nodes are reached. The
leaf nodes are analyzed using the failure modes from SFMEA, such as “absent data’, “incorrect data’,
“wrong timing of data’, “duplicate data’, “hat/abnormal termination of event”, “omisson”, “incorrect
logic/event”, and “timing/order”, [Lutz and Woodhouse, 1997]. We considered if those failure modes of
the data and events that are associated with each component could contribute to the errors of the
component that were on the bottom of the fault tree.

We catalog the fault tree's nodes into five types. “Hazard”, “Intermediate’, “Leaf”,
“ProductsDivision”, and “Reused’. The root node is level zero; ahazard node is at level one of the fault
tree. An intermediate node is a node that is not a leaf, a hazard, a reused node, or aProductsDivison
node. A leaf node is a node that is at the bottom level of the fault tree. A reused node is a shorthand
specification of a sub-tree that repeatedly occurs. A ProductsDivison node is a node related to the
divisions of the tree associated with different products. ProductsDivision nodes provide an abstraction of
the concrete errors of different products in the nodes of the next level. The advantages of these nodes
are the following:

o Understandability. With these kinds of nodes, we can easily locate the place that the variations occur.
0 Reuse and evolution. The sub-tree will be a complete tee for severa products with the same
varigbility. In thisway, we can easily edit and trim the fault tree [Dehlinger and Lutz, 2004].

Since every node in the fault tree can be connected to a product or a group (subfamily) of products,
we tag every node in the fault tree with the appropriate indices of the XCA, so that every node in the fault
tree is associated with at least one commonality or one variability. The reason for the tagging is to make
the product lin€'s fault tree easy to understand and easy to edit and prune in the future. For example,
suppose we want to derive a new product with the additiona privacy feature of being able to lock the
FrontDoor from inside against even people with valid access. In this case, we can check the nodes’ tags
to identify all the nodes marked with the tags of the commonalities and variabilities related to Lock-Door-
Inside, Fingerprint-Registration and Fingerprint-Recognition.

We have created an entire fault tree for the Door Control System product line. The root node is
“Madfunction of the Door Control System” and the nodesin level one are the six hazards described above.
The nodesin level two are the errors and faults that can contribute to the hazards, etc. We omit the fault
tree here for space reasons but include pieces of its XML representation below.

5.3. Forward Safety Analysis — Software Failure Mode and Effect Analysis

The Software Failure Mode and Effect Analysis (SFMEA) is a bottom-up forward search from failure
modes associated with data and events to the effects that are caused by those failure modes. [Leveson,
1995; Lutz and Woodhouse, 1997]. The first step isto identify al the components in the system, which we
have aready done through the architecture diagrams. Lutz and Woodhouse [Lutz and Woodhouse, 1997]
provide alist of generic failure modes. four associated with data communication and four associated with
event processing. The four failure modes for data are “incorrect value’, “absent value’, “wrong timing”,
and “duplicated value’. The four failure modes for events are “hat/abnormal termination”, “omission”,
“incorrect logic/event”, and “timing/order”. The events are obtained from the sequence diagrams as
described in Section 4.2 The data are obtained from the architecture diagrams and the sequence
diagrams. In the architecture diagrams, the communication data is the data transferred along the
connectors. In the sequence diagrams, the data are transferred between two vertical lines
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The safety analysis groups the data according to the use cases. For example, in the Fire Alarm use
case group, the data include FireAlarmOnSigna, FireAlarmResponseCommand, GoseDoorCommand,
UnlockDoorCommand, and OpenDoorCommand. Each dataitem is essentia to make this use case occur
successfully and no other datais necessary to its occurrence.
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Figure. 6. Mapping data to the architectural design

Figure 6 shows the relationship between the use case data and the architecture for the use case: Fire
Alarm use case and the portion of the Entry use case: Close-Door-After-People-Pass scenario. By
tagging the SFMEA’s data with the architectural connectors, we ensure coverage of the data that
communicate among components. That is, the SFMEA depends on the architecture diagrams. However,
note that different use cases may use the same data. For example, the CloseDoorCommand is in both the
Fire Alarm use case and in the Entry use case. However, since both the reasons for the generation of
these data and the hazards to which they can contribute may differ, we treat data with the same name but
from different use cases as distinct from each other.

The schema of our SFMEA data table includes “Index”, “Data Item”, “Group”, “Product”, “Data
Failure Mode’, “Description”, “Local Effect”, “End Effect”, and “ Possible Hazard”, as shown in Table 3.

Note that in every row in the data table, a failure mode of a datum is identified and we assume that
every other datum is not in any failure mode. In redlity, this is not dways true. For example, a failure of
the OpenDoorCommand is probably always associated with a failure of the UnlockDoorCommand.
However, the SFMEA’s event table does consider such combinations of errors, as long as these data are
in the same event.

Table 3
Schema of SFMEA's data table
Data |Group Product [DataFailure |Local Effect End Effect  [Possible Hazard
Item Mode (System
effect)
The The name of{The Incorrect The effect that occursto [Thesystem  [The possible

name of [thegroup  |products |value, absent [the componentsthat the [failureif the |hazard that
the that the name that value, wrong [(datum isdirectly associatedlocal effect  |happensif the
datum. |datum the datum [time, or with if the datum isin the |occurs. end effect
belongsto. [is duplicated failure mode. OCCUr'S.

associ ated.|val ue.




Table 4 is excerpted from the SFMEA for the OpenDoorCommand in the Fire Alarm use case.
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In

our example, we only include one failure effect for each failure mode, dthough there are several effects
associated with some failure modes.

Table 4
SFMEA on the OpenDoorCommand of Fire Alarm group
Data Item|Group |Product |Data Fault [Local Effect End Effect Possible
type Hazard
OpenDoor|Fire [FrontDdlncorrect [The DoorOpenClose \When thefireadarm [Letsin the
Command|Alarm for \Vaue component does not receive  |is not on, the door is |wrong people.
FireAlarmResponseCommand, [incorrectly opened.
but the DoorOpenClose sends
out OpenDoorCommand.
Absent  [The DoorOpenClose When the firealarm [Thefirealarm
\Vaue component receives is on, the door is ison and
FireAlarmResponseCommand, [incorrectly not people cannot
but the DoorOpenClose does  [opened. exit.
not send out
OpenDoorCommand.
Wrong  [The DoorOpenClose \When the firedarm [Thefireadarm
timing component receives the is on, the door’s isonand
FireAlarmResponseCommand, jopening hasbeen  |people cannot
but the OpenDoorCommand is |delayed for at least  |exit quickly.
delayed for at least 1 min. for 1 min.
Duplicate [The DoorOpenClose When the firealarm |Let in the
\Vaue component receives the is not on, the door is jwrong people.
FireAlarmResponseCommand, [incorrectly opened.
and then the DoorOpenClose
component sends out two
OpenDoorCommand.

The schema of the event table of SFMEA is similar to the data table's. Table 5 shows a SFMEA on
an event for
DoorOpenCloseComponent receives the FireAlarmResponseCommand, and then generates and sends an
UnlockDoorCommand and an OpenDoorCommand to the Door. Again, we here show only one failure
effect per failure mode.

the FrontDoor

product in the Fire Alarm use case.

In

this event, the

As in the data table, athough the events table may have two or more events with different names
doing the same thing, we still name them differently because their triggers and potential hazards may be

different.

Table5

SFMEA on an event for the FrontDoor product in the Fire Alarm use case

Group |Product  |Event Fault Local Effect End Effect Possible Hazard
type

Fire |FrontDoor [Hat/Abnorma |The DoorOpenCloseComponent [Thefiredarmison,The fire aarm is

Alarm termination receives the but the door is on and the people

FireAlarmResponseCommand,  |incorrectly not cannot exit.
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but it does not send out the opened.
UnlockDoorCommand and the
OpenDoorCommand to the door.

Omission The DoorOpenCloseComponent (When the firedarm[The fire alarm is
receives the ison, thedooris [on and the people
FireAlarmResponseCommand,  |incorrectly not cannot exit.
but it does not send out the opened.

UnlockDoorCommand and the
OpenDoorCommand to the door.

Incorrect The DoorOpenCloseComponent (When the fire darmMay let the wrong

logic/event does not receive is not on, the door igpeoplein.
FireAlarmResponseCommand.  |incorrectly opened.

But it sends out the
OpenDoorCommand or
UnlockDoorCommand or both.

Timing/Order |The DOC component receives |Thefiredarmis |When the fire
the on. Thedooris |darmison, people
FireAlarmResponseCommand, |unlocked, but it's  |cannot exit.
but sends the incorrectly not
UnlockDoorCommand later than (opened.
the OpenDoorCommand.

5.4. Convert SFTA and SFMEA to XML files

In order to make the safety analyses available and reusable when adding new products to the product
line, we convert the results of the SFTA and the SFMEA into XML files in a patialy-automated step.
The reasons for selecting XML inthisresearch (e.g., instead of a relationa database) are asfollows:

Basicaly, the advantage of XML is that since the output of the SFTA isatree, it can be readly
trandated into XML by the FaultCat tool. Furthermore, Finaly, XML is as easy to manipulate as
arelationa database and as powerful for our purposes.

1.

2.

The result of the SFTA is a fault tree, whichis stored as an XML file by the FaultCat tool
used to congtruct the fault tree.

The representation of fault treesin XML is becoming fairly standard. For example, the Gdileo
fault tree tool at the University of Virginia uses XML [Sabanosh and Sullivan, 2001], as do
commerciad fault-tree tools, such as Relex. XML will likely become even more widdy
accepted in industry as the exchange language for analysis toolsets as XML parsers are built
into programming languages.

XML representations of fault trees are easy to understand and manipulate, so gpped to
software developers.  For example, the correspondence between the graphical
representation of nodes and their hierarchy in the XML nodes is clear without training.

The reaulting XML files also dlow automated comparison of the two safety andyses. In
addition, a product line can be expected to evolve over time. The XML representation can be
eadly edited to incorporate changes.
For example, to build a fault tree for just the product BedRoomDoor, we can partia-autometically
extract those nodes beonging to the BedRoomDoor to build a new fault tree for that product. In this way,
the reuse of safety analysis of a product line can be achieved more accurately and quickly.
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<IELEMENT fault-tree ( node+ ) >

<IELEMENT node (Name, Parent, Gate, Type, Products, ComOrV ar, Description, Children) >
<IELEMENT Products (Product +) >

<IELEMENT Description (Content, KeywordsSet) >

<IELEMENT KeywordsSet (Keyword +) >

<IELEMENT Children (ChildrenNum Child +) >

<IELEMENT Gae(“” |“Or"|“And" ) >

<IELEMENT Type (“Hazard" | “Error” | “ProductsDivision” | “Reused” ) >

Figure. 7. Wanted XML DTD elements

<Node>
<Parent>B4</Parent>
<Name>B38</Name>
<Type>Error</Type>
<Gate>Or</Gate>
<ComOrVar>
<Name>Com</Name>
<Products>
<Product>P_F</Product>
<Product>P_B</Product>
</Products>
</ComOrVar>
<Description>
<Content>The DOCSub does not accept OHPSignal. But it sends out the ODCommand. So the
door is closed before the correct peopl€e's passing</Content>
<KeywordSet>
<Keyword>DOCSub</K eyword>
<Keyword>does not</Keyword>
<Keyword>accept</Keyword>
<Keyword>OHPSignal</K eyword>
<Keyword>CONDITION</Keyword>
<Keyword>DOCSub</K eyword>
<Keyword>sends out</Keyword>
<K eyword>0ODCommand</K eyword>
</KeywordSet>
</Description>
<Children>
<ChildrenNur>0</ChildrenNur>
</Children>
</Node>

Figure. 8. A node of the SFTA
We construct the fault tree using the Fault Tree Creation & Anaysis Tool (FaultCAT) [Burgess,

2003], which allows us to draw and edit the fault tree and convert it into an XML file. Because we want
every node in the fault tree to be an independent node (somewhat similar to [Sabanosh and Sullivan,
2001]), we wrote a Java program, which takes as input the origind XML file with the format from
FaultCAT and writes out an XML file with the desired format as shown in Figure 7 in DTD format [DTD
tutorial]. The advantage of our format is that it is easy to understand and easily program readable. Figure
8 isan example of aleaf node of the Fault Treein our format.

For the SFMEA table each data or event is converted into one node of the XML file. Figure 8 givesa
description of the XML file of the SFMEA’s data table, using DTD [DTD tutoria]. We wrote a Java
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program to transfer the tables of the SFMEA to a XML file using the Java Excel API.

<IELEMENT SFMEA_data( Data+) >

<IELEMENT Data (Nodelndex, Datal ndex, DataName, DataNamel ong, Products, Errors)>

<IELEMENT Errors (OneError +) >

<IELEMENT OneError (OneErrorlndex, DataFailureMode, Description, Local Effect, EndEffect, PossibleHazard)>
<IELEMENT L ocalEffect (Reused | (L ocal EffectContent, KeywordsSet) >

<IELEMENT EndEffect (Reused | (EndEffectContent, KeywordsSet) ) >

<IELEMENT KeywordsSet (Keyword+) >

Figure. 9. DTD for SFMEA

By particaly automated, we mean that the Java programs to trandate the XML files and the Xlinkit
rules to compare the XML files only have to be written once. Subsequently, the programs automaticaly
compare and check thefiles. The advantage of having partidly automated comparisonisthat it is
sgnificantly faster and lower-cost than manua comparison.

0. Results and Evaluation

This section describes Step 7 of the safety-analysis process for product lines that was summarized in
Figure 1. The section presents and evauates the results both in terms of the automated consistency
checking of the forward vs. backward safety analysis results and by discussing the missing software
safety requirements for the product line found by this method.

6.1. Consistency Checking of SFTA and SFMEA

To evauate the consistency and completeness of the safety analyses, we use patia automation to
compare the SFTA and SFMEA XML files. The tool that we used to do the comparison of the keywords
set, cdled “ Xlinkit”, can apply rules on multiple XML documents [Nentwich, 2002; Nentwich et a., 2002].
To accomplish this we conducted a comparison of SFTA and SFMEA, i.e., comparing every node of the
fault tree with every failure effect of the SFMEA and vice versa. The method of comparison is using the
keywords set and Xlinkit. Figure 10 shows a portion of the code for the Xlinkit rule that checks if the fault
tree’ snodes are in the SFMEA’ s effects. For every node in the fault tree for which there exists the same
failure effect in the SFMEA data table, the node's keywords must exist in the keywords of that falure
falure mode's failure effect and vice versa.

A keyword of aphrase is aword that is necessary to express the correct meaning of this phrase. So,
to compare two phrases, we can cmpare two keyword sets. Our comparison of the SFTA and the
SFMEA was based on the assumption that the architecture design used in SFTA and the one used in
SFMEA are at the same level of detail. More precisdly, if the architecture design used in SFTA has a
component A, then the architecture design used in SFMEA has the same component A; if this component
A has n number of sub-components in the design used in SFTA, then the component A has the same
number of sub-componentsin the design used in SFMEA.

We compared the faults of SFTA and the failure effects from SFMEA from the Fire Alarm use case
and the “Close-Door-After-People-Pass’ safety-critical scenario from the Entry use case. There were
thirty-eight nodes in the SFTA’s Fire Alarm use case and ten nodes in the SFTA’s Close-Door-After-
People-Pass scenario. In the corresponding SFMEAS, there were eight data items andyzed and thirty-
two failure effects, nine events analyzed and seventy-five failure effects. Note that between the data
tables and the event tables, there were many redundant failure effects, i.e., some failure effects appeared
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repeatedly. Within failure modes, a small set was identical and some had the same meaning.

<or>
<exists var="oneDataError" in="/SFMEA Data/Data/lErrorsOneError">
<or>
<and>
<foral var="oneSFTKeyword" in="%$oneNode/Description/K eywordSet/K eyword">
<exists var="oneDatal_ocalK eyword"
in="$oneDataError/L ocal Effect/K eywordsSet/K eyword">
<equal opl="$oneDatal oca K eyword/text()"
op2="%oneSFTK eyword/text()" />
</exists>
<ffordl>
<forall var="oneDatal oca K eyword"
in="$oneDataError/L ocal Effect/K eywordsSet/K eyword">
<exists var="oneSFTKeyword"
in="$oneNode/Description/K eywordSet/K eyword">
<equal opl="$oneDatal oca K eyword/text()"
op2="%oneSFTK eyword/text()" />

</exists>
<fford|>
<fand>
<and>
Jand>

Figure. 10. A part of arule of Xlinkit

From the comparison using Xlinkit, we found that the SFMEA is more complete than the SFTA
when both of them were at the same level of detail. Here, the same level of detail refers to the
architecture level as described above. Seventeen nodes in the fault tree with the type “Error” and with
thegate “Or” or “And”, were not in the SFMEA data table or in the SFMEA event table. After checking
the seventeen nodes manualy, we found that, in fact, fifteen nodes do have corresponding effects in the
SFMEA. One reason that Xlinkit could not match them is because they had different keywords. For
example, node B11 in the SFTA was not found in the SFMEA. The KeywordSet of the B11 node in the
fault tree incduded the keywords: “door”, “does not”, “accept”, “CDCommand’, “door”, “close’,
“without”, “people’, and ‘pass’. However, after checking manualy, we found a failure mode in the
SFMEA with the KeywordSet containing “door”, “does not”, “accept”, “CDCommand’,
“ULDCommand”, “door”, “close”’, and “unlock”. Although these two KeywordSets were different, they
actually described the same fault. Both relate to the undesirable behavior of the door closing automaticaly
without having been commanded to close. Another reason that Xlinkit could not match some
KeywordSetsisthat in one case, the analyst had inadvertertently omitted a pre-condition from the SFTA
but included it in the SFMEA.

We aso checked whether the failure effects from the SFMEA matched the faults of the SFTA.
Again we found a significant number of initial mismatches (sixteen failure effects in the event tables that
were not found in the SFTA and twelve failure effects in the data table that were not found in the SFTA,
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excluding timing errors). We manually checked to see why those effects were not in the SFTA. Half of
the mismatches were due to the keywords sets' variability. The others were due to the SFMEA being
more detailed than the SFTA. For example, only the SFMEA consdered the possbility that
LockDoorCommand is sent while the CloseDoorCommand is not when the door is closed. The SFTA
considers the two commands together.

6.2. I dentification of New Safety Requirements

The application of the safety analysis methodology to the Door Control System product line identified
some missing safety requirements.  Some new requirements were commonalities that addressed shared
hazards. Other new requirements affected only some products in the product line (i.e., were variabilities).

An example of a new shared safety requirement came from the forward search that showed that if
the digitdized fingerprint image data were in the failure mode “incorrect value’, this could have the effect
of letting in intruders. Performing a backward search using the failure mode “incorrect vaue’ as the root
to find out why it failed to give the correct fingerprint images identified the possible cause that the F_
recognition detector does not accept the new input and continues to send out the old data.  Thisfinding
resulted in a new safety-related requirement that sensors must purge old data, thus aso requiring the
addition of an expiration time for al data that is used in a control decision.

We dso found anew safety requirement by inspection of the architecture for race conditions. In
every product, if a person has passed the door, the Object-has-passed sensors will send out the
ObjectHasPassedSignal  to  the DoorOpenClose  component, which  will then send out a
CloseDoorCommand and an LockDoorCommand, respectively. This is a correct operation of the Door
Control System. However, in the FrontDoor product, when the fire dlarm is on, the FireAlarmDetector will
send out the FreAlarmOnSignd to the FireAlamComponent, which will send out the
FireAlarmResponseCommand to the DoorOpenCloseComponent.  The DoorOpenCloseComponent will
then send out an UnlockDoorCommand and an OpenDoorCommand to the door.

A race condition can occur if at the moment that a person passes through the door, the fire darm is
on. If the UnlockDoorCommand and OpenDoorCommand get to the door later, then there is no hazard.
However, if the CloseDoorCommand and the LockDoorCommand get to the door later, then the door will
be closed and locked while the fire darm is on. In the product BedRoomDoor, the same race condition
can also cause this dangerous behavior when the fire darm is on.

To avoid this race condition, a new safety-related behavioral commonality was added to the system:
after the DoorOpenCloseComponent receives the FreAlarmResponseCommand, it will not accept any
other commands until the fire darm is off. This adso results in a new requirement for additiona
functionaity to move the DoorOpenCloseComponent out of the frozen state.

Other instances of incompleteness in the product line requirements found by the bi-directional safety
analyses were that there should be sensors on the edges of the doors to prevent users from being pinned
and that there should be software time-outs to control the door’s opening and closing. We also found a
missing variability for the BedRoomDoor and the SecurityDoor, i.e., that when the fire darm is on, the
door must be unlocked and closed, even if the door’s initial state is locked insde.  Through the safety
anaysis (specificaly the SFMEA) we aso discovered a new possible hazard: “people are pinned between
the doors,” common to all the products in the Door Control System product line.
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7. Conclusion and Future Work

This paper has presented a method for performing safety anaysis on a software product line and
demonstrated the method on three members of a safety-critical product-line, the Door Control System for
a SafeHome application subsystem. The work described here extended the product-line commonality and
variability anayss with domain information from the product-line architecture and sequence diagrams.
The resulting representation, called the Extended Commondity Analysis, was then used to guide the bi-
directiond safety analysis. The intermediate products of the bi-directiona safety analysis, SFTA and
SFMEA, were converted to XML files and, using rules coded by the analyst, automatically compared via
the software package, xlinkit. Omissions and inconsistencies were then identified and removed, providing a
more-thorough safety analysis. Making the safety analyses available to the projects as XML files provides
an important first step toward partialy automated updating of safety analyses as requirements evolve, and
toward reuse of the safety analyses in the application-engineering phase as new systems are built.

Findings from application of the bi-directional safety-andysis method included new safety-related
software requirements both for al the systems in the product line (commonalities) and for only some of the
product-line systems (variabilities), as well as discovery of anew hazard, that people can be pinned by the
door. The paper provides a structured method and step-by-step guiddines for deriving a sfety analysis
from an extended commonality analysis in order to improve the safety of the software product line. The
method is generd, so can help assure the safety of other critica product lines. To this end, we are
currently investigating the scalability and domain-independence of the method in an application to a red-
world industrid product line.
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